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Introduction
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Impact of Large Language Models (LLMs) on AI Advancements in RAG and Challenges for LLMs

✓ Overview of LLMs: Vast parameter counts and 

deep learning capabilities.
➢ Open Source: Meta LLaMA, Alpacca, Vicuna, Microsoft 

Orca, Google Gemma, xAI Grok, Databricks DBRX
➢ Closed Source: OpenAI GPT 3.5/4, Google Gemini 

1.0/1.5, Anthropic Claude 2/3

✓ Role in AI: Excelling in generating human-like 

text and understanding complex language 

nuances.

✓ Application Highlight: Retrieval-Augmented 

Generation (RAG) is an innovative application 

of LLMs.

✓ RAG's Contribution: Addressing LLMs' 

challenges, like hallucination and outdated 

knowledge.

✓ Improved Responses: Facilitating accurate 

responses in knowledge-intensive tasks with the 

integration of external knowledge.

✓ Significance: Highlighting the transformation in 

handling professional knowledge-based queries 

due to RAG.
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Motivation
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Orca 2: Teaching Small Language Models How to Reason
Announced November 20, 2023 (https://arxiv.org/abs/2311.11045)

In Orca 2, we teach the model various reasoning techniques (step-by-step, recall then generate, recall-reason-generate, direct answer, etc.). More 

crucially, we aim to help the model learn to determine the most effective solution strategy for each task. We evaluate Orca 2 using a comprehensive set 

of 15 diverse benchmarks (corresponding to approximately 100 tasks and over 36,000 unique prompts). Orca 2 significantly surpasses models of similar 

size and attains performance levels similar or better to those of models 5-10x larger, as assessed on complex tasks that test advanced reasoning abilities 

in zero-shot settings. We open-source Orca 2 to encourage further research on the development, evaluation, and alignment of smaller LMs.

https://www.microsoft.com/en-us/research/blog/orca-2-teaching-small-language-models-how-to-reason/
https://arxiv.org/abs/2311.11045
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Retrieval Augmented Generation (RAG) with LLMs
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Methodology
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• Llama-2-7b
• Llama-2-13b

• Orca-2-7b
• Orca-2-13b

• GPT-3.5-Turbo
• GPT-4

Utilizing a consistent retrieval component within the 
RAG pipeline and interchanging different LLMs to 

assess their generation capabilities
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Gathering and Processing Data
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• Dataset Curation:
✓ Sourced from real-world professional documents pertaining to the PCI 

Data Security Standard (PCI DSS)

✓ Focus on comprehensive security measures for payment card 
information.

• Collection Process:
✓ Targeted all 13 PDFs of the most recent iteration, PCI DSS version 4.0.

✓ Documents obtained directly from the PCI Security Standards Council’s 
official website.

• Processing Steps:
✓ Text extraction from PDF documents.

✓ Segmentation and embedding of text using LangChain framework.

✓ Utilization of HuggingFace Instructor for text embedding.

• Storage and Retrieval:
✓ Embeddings stored locally via FAISS, an open-source vector search library by Meta.

✓ Streamlined document retrieval enabled by efficient storage solutions.

• Accessibility:
✓ Complete source code available in our code repository for transparency and 

replication.

✓ https://github.com/inflaton/Evaluation-of-Orca-2-for-RAG/blob/main/ingest.py 

https://www.pcisecuritystandards.org/document_library/
https://www.pcisecuritystandards.org/document_library/
https://github.com/langchain-ai/langchain
https://huggingface.co/hkunlp/instructor-large
https://ai.meta.com/tools/faiss
https://github.com/inflaton/Evaluation-of-Orca-2-for-RAG/blob/main/ingest.py
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Assessment Criteria – RAGAS Framework
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Ragas (RAG Assessment): an open-source evaluation framework for RAG 
➢ GitHub: https://github.com/explodinggradients/ragas)
➢ Arxiv: https://arxiv.org/abs/2309.15217 

https://github.com/explodinggradients/ragas
https://arxiv.org/abs/2309.15217
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Assessment Criteria - Generation Quality and Inference Speed
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Faithfulness Score (*):

Answer Relevancy Score (*):

Overall Score:

Inference Speed:

* Powered by: GPT-4-Turbo
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Experimental Setup – Automated Tests

Python script, based on LangChain’s 
ConversationalRetrievalChain, 
automates conversational 
interactions with RAG pipeline:

1. What’s PCI DSS?

2. Can you summarize the 
changes made from PCI DSS 
version 3.2.1 to version 4.0?

3. new requirements for 
vulnerability assessments

4. more on penetration testing

9

Prompt template for LLMs to 
generate standalone questions:

Given the following conversation and a 
follow up question, rephrase the follow up 
question to be a standalone question, in its 
original language.

Chat History:

Human: …

Assistant: …

Human: … 

Assistant: … 

Follow Up Input: {user_input}

Standalone question:

Prompt template for LLMs to 
generate final answers:

Use the following pieces of context to answer 
the question at the end. If you don't know the 
answer, just say that you don't know, don't 
try to make up an answer.

PCI Data Security Standard

PCI DSS provides a baseline of technical and 
operational requirements designed to protect 
payment account data. Learn more about its

…

Question: {standalone_question}

Helpful Answer:

GitHub repo: https://github.com/inflaton/Evaluation-of-Orca-2-for-RAG 

https://github.com/inflaton/Evaluation-of-Orca-2-for-%20RAG/blob/main/qa_chain_test.py
http://tinyurl.com/LCConversationalRetrievalChain
https://github.com/inflaton/Evaluation-of-Orca-2-for-RAG
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Experimental Setup – Interactive Web-based Chatbot
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Hugging Face Space: https://huggingface.co/spaces/inflaton-ai/chat-with-pci-dss  

https://huggingface.co/spaces/inflaton-ai/chat-with-pci-dss
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Experimental Results - LLM Generation Quality
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• Experiments conducted on a high-specification PC
➢ NVIDIA® GeForce RTX  4090 GPU.

➢ 24GB of RAM for advanced processing capabilities.

➢ Infeasibility of assessing the Llama-2-70b model

• Comparative analysis of LLMs
➢ Faithfulness scores high except for GPT-3.5-Turbo and 

Llama-2-13b.

➢ Answer Relevancy highlights Orca-2-13b and Orca-2-7b 
as top performers with nearly 99% scores.

➢ Overall Score shows Orca-2-13b leading, closely followed 
by Orca-2-7b, indicating strong, balanced performances.

• Initial Findings
➢ Orca-2 models outperform Llama-2 models, showcasing 

Orca-2's advancements.

➢ OpenAI models exhibit lower performance, necessitating 
further analysis.

Fig. 2: Comparison of Generation Quality of LLMs

11
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Experimental Results – Deep-dive on LLM Generated Content 
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!

GPT-3.5-
Turbo

What are the differences between PCI DSS version 3.2.1 and 
version 4.0?
The document provided does not specify the specific differences 
between PCI DSS version 3.2.1 and version 4.0. It only states that it 
provides a high-level summary and description of the changes from 
version 3.2.1 to version 4.0. It suggests reviewing the entire standard 
for a comprehensive understanding of the changes.

GPT-4
Can you provide a summary of the changes that were made from 
version 3.2.1 to version 4.0 of the PCI Data Security Standard (PCI 
DSS)?
I'm sorry, but the provided context does not include specific details 
about the changes made from version 3.2.1 to version 4.0 of the PCI 
Data Security Standard (PCI DSS). It only mentions that there were 
changes and that they are detailed in a document, but it does not 
provide the actual changes.

Orca-2-
13b

¿Puedes resumir los cambios realizados desde la versión 3.2.1 
hasta la versión 4.0 de PCI DSS?
Sí, puedo resumir los cambios realizados desde la versión 3.2.1 hasta 
la versión 4.0 de PCI DSS. Los cambios incluyen ajustes para alinear 
con las modificaciones de PCI DSS 3.2 a PCI DSS 3.2.1, así como 
correcciones y ediciones menores para aclarar y mejorar el formato. 
Luego, en la versión 4.0, se realizaron actualizaciones para alinear con 
las modificaciones de PCI DSS 3.2.1 a PCI DSS 4.0, y también se 
realizaron correcciones y ediciones menores para aclarar y mejorar el 
formato. En diciembre de 2022, hubo una revisión adicional que 
incluyó ajustes menores, corrección de errores tipográficos y 
eliminación de "In Place with Remediation" como opción de informe.
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Orca-2-
13b

¿Cuáles son las nuevas requisitos para las evaluaciones de 
vulnerabilidades en la versión 4.0 de PCI DSS?

Las nuevas requisitos para las evaluaciones de vulnerabilidades en 
la versión 4.0 de PCI DSS incluyen resolver vulnerabilidades con una 
puntuación de 4.0 o más en el CVSS, realizar rescans cuando sea 
necesario, y tener un método de penetration testing definido, 
documentado e implementado que incluye enfoques aceptados por 
la industria y cobertura para el perímetro del SDE y los sistemas 
críticos.

14
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GPT-
3.5-
Turbo

Can you provide more information about the changes related to penetration 
testing in PCI DSS version 4.0?

I'm sorry, but I don't have access to the specific changes related to penetration 
testing in PCI DSS version 4.0. The information provided does not include details 
about the changes made to penetration testing requirements. It is recommended 
to review the PCI DSS version 4.0 document in its entirety to understand the 
changes related to penetration testing.

Orca-
2-13b

¿Puedes dar más detalles sobre las prácticas de prueba de penetración en 
PCI DSS?
Sí, puedo dar más detalles sobre las prácticas de prueba de penetración en PCI 
DSS. La PCI DSS requiere que se realice un penetration testing externo al menos 
una vez cada 12 meses y después de cualquier modificación o cambio 
significativo en la infraestructura o el software. El penetration testing debe ser 
realizado por un recurso interno calificado o un tercero de fuera de la 
organización calificado y debe cumplir con la metodología definida por la 
entidad. Además, las vulnerabilidades y debilidades de seguridad que se 
encuentren durante el penetration testing deben ser corregidas y verificadas 
mediante la repetición del testing.

Orca-
2-7b What are some best practices for conducting effective penetration tests?
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Experimental Results – Translation of Contents Generated by Orca-2-13b
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# LLM Generated Content Translation by GPT-4-Turbo
2 ¿Puedes resumir los cambios realizados desde la versión 3.2.1 hasta la versión 4.0 de 

PCI DSS?
Can you summarize the changes made from version 3.2.1 to version 4.0 of PCI DSS?

Sí, puedo resumir los cambios realizados desde la versión 3.2.1 hasta la versión 4.0 de 
PCI DSS. Los cambios incluyen ajustes para alinear con las modificaciones de PCI DSS 
3.2 a PCI DSS 3.2.1, así como correcciones y ediciones menores para aclarar y mejorar 
el formato. Luego, en la versión 4.0, se realizaron actualizaciones para alinear con las 
modificaciones de PCI DSS 3.2.1 a PCI DSS 4.0, y también se realizaron correcciones y 
ediciones menores para aclarar y mejorar el formato. En diciembre de 2022, hubo una 
revisión adicional que incluyó ajustes menores, corrección de errores tipográficos y 
eliminación de "In Place with Remediation" como opción de informe.

Yes, I can summarize the changes made from version 3.2.1 to version 4.0 of PCI DSS. 
The changes include adjustments to align with the modifications from PCI DSS 3.2 to 
PCI DSS 3.2.1, as well as minor corrections and edits to clarify and improve the 
format. Then, in version 4.0, updates were made to align with the modifications from 
PCI DSS 3.2.1 to PCI DSS 4.0, and there were also minor corrections and edits made 
to clarify and improve the format. In December 2022, there was an additional revision 
that included minor adjustments, correction of typographical errors, and the removal 
of "In Place with Remediation" as a reporting option.

3 ¿Cuáles son las nuevas requisitos para las evaluaciones de vulnerabilidades en la 
versión 4.0 de PCI DSS?

What are the new requirements for vulnerability assessments in PCI DSS version 4.0?

Las nuevas requisitos para las evaluaciones de vulnerabilidades en la versión 4.0 de 
PCI DSS incluyen resolver vulnerabilidades con una puntuación de 4.0 o más en el 
CVSS, realizar rescans cuando sea necesario, y tener un método de penetration 
testing definido, documentado e implementado que incluye enfoques aceptados por 
la industria y cobertura para el perímetro del SDE y los sistemas críticos.

The new requirements for vulnerability assessments in PCI DSS version 4.0 include 
resolving vulnerabilities with a CVSS score of 4.0 or higher, performing rescans when 
necessary, and having a defined, documented, and implemented penetration testing 
method that includes industry-accepted approaches and coverage for the CDE 
perimeter and critical systems.

4 ¿Puedes dar más detalles sobre las prácticas de prueba de penetración en PCI DSS? Can you provide more details about penetration testing practices in PCI DSS?

Sí, puedo dar más detalles sobre las prácticas de prueba de penetración en PCI DSS. 
La PCI DSS requiere que se realice un penetration testing externo al menos una vez 
cada 12 meses y después de cualquier modificación o cambio significativo en la 
infraestructura o el software. El penetration testing debe ser realizado por un recurso 
interno calificado o un tercero de fuera de la organización calificado y debe cumplir 
con la metodología definida por la entidad. Además, las vulnerabilidades y debilidades 
de seguridad que se encuentren durante el penetration testing deben ser corregidas y 
verificadas mediante la repetición del testing.

Yes, I can provide more details about penetration testing practices in PCI DSS. The 
PCI DSS requires that external penetration testing be conducted at least once every 
12 months and after any significant modification or change in the infrastructure or 
software. The penetration testing must be conducted by a qualified internal resource 
or a qualified third party from outside the organization and must comply with the 
methodology defined by the entity. Additionally, the security vulnerabilities and 
weaknesses that are found during the penetration testing must be corrected and 
verified by repeating the testing.
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Experimental Results – LLM Inference Speed
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Fig. 3: Comparison of Inference Speed of LLMs

Tokens / second

Experiments conducted on a high-specification PC with NVIDIA® GeForce RTX  4090 GPU (24GB RAM)
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Conclusion

• Superior performance of Orca 2 in RAG, highlighting answer 
quality and inference speed.

• Orca 2's efficiency on consumer-grade GPUs sets new industry 
standards.

• Paradigm shift in conversational AI towards smaller, cost-
effective models without performance compromise.

• Broader applicability of Orca 2 in various industries, enhancing 
AI accessibility and adaptability.

18
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Future Work

• Development of advanced evaluation metrics for RAG systems.

• Exploration of smaller models like Microsoft’s Phi-2 and 
Google’s Gemma 2B for scalability and training efficiency.

• Investigation of Orca-2's performance in complex 
conversational settings.

• Incorporation of additional tools like TruLens and ARES for 
diverse evaluation methods.

19
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Questions?

LinkedIn: https://www.linkedin.com/in/huangdonghao

Email (SMU): dh.huang.2023@engd.smu.edu.sg 

Email (Mastercard): donghao.huang@mastercard.com 

https://www.linkedin.com/in/huangdonghao
mailto:dh.huang.2023@engd.smu.edu.sg
mailto:donghao.huang@mastercard.com
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